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The sections of U.S5. Code discussed below imclude those
which could be used to prosecute violations of relesse of
secret information and generml mterial of interest to the
mtioml defense.

T™wo of these sections are generally knowm as the sspionage
laws. Prosecution under these sections is limited to those
viclations which take place within the United States or its
maritime Jurisdiction. Thus, they cannot be used to prosecute
a violation which takes piace overseas whether it be by & '
citizen or a foreign maticoal. The important element then,
is where the viclation tock place and the plsce where a secrecy
agreement was entered into is not significant.

Thers is one section of the U.S. Code not included in the
same chapter as the esplommge sections, but rether part of the
Intermal Security Act of 1950, which could have extraterritorial
affect. If this 1s so, then & secrecy agreement could be used
under this section «s evidence of knowledge on the part of the
defendant that the informtion was "classified” as regquired by
the section.

A. Sections With Limited Jurisdiction, 18 UBC 793, 7%

The following sections are part of chapter 37, U.S5. Coda.
They are collectively known as the Esplomage Laws and include
sections 791 through 798 of Title 18. This chapter is limited
in its Jurisdiction by section 791l which states:

"This chapter shall apply within the admiralty and
mritime jurisdiction of the United States and on
the high sess, as well as within the United States.”

This in twrn was derived from chapter 30, Titls 1, section 8,
June 15, 1917, vhich stated,

"The provisions of this title shall extend to all
Territories, possessions, and places subject to

the jurisdiction of the United States whether or

not coutigucus thereto, and offenses under this title
when comitted upon the high seas or elsewhere
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within the admiralty and maritime jurisdiction of
the United States and outside the territorial limits
therecf shall be punishable hereunder.”

It is quite clear that sectlon 791 limits the jurisdictlion

(1)

(2)

(3)

1938 (1)
(2)

(3)

of the subsequent sections in the chapter to acts comitted in
the United States and within the admiralty and maritime Juris-
diction of the Unitéd States. Thus, an offense as described

mmmmarmmmwmmmmpmm.l

18 usc a) An offense under these soectipns has the
following elemantis:
e

dafendant may be anybody, citiszen or
alien

o neceesary element of the offense is
"{ntent or reascon to believe that the
information is to be used to the Injury
of the United States or to the advantage
of any foreign ostion.”

prohibited acts include the collection,
copying and receipt of ‘anything comnected
with the mtiomal defense” and emtry into
"places connected with the national defense.”

lawful possession by the defendant of

information in any form'velating to the
patinoal defense”, and wvhich he "has reascn
to believe could be used to the injury of
the United States or to the advantage of
any foreign mation” and,

willful commmnieation of such informmtion to
"any person not emtitled to receive it" or
willful retention on demand that it be returned
to the Govermment.

(NOTE: One diffe in the irements of 793(d) with
those of 793{a),{v) and {c) is that (d) refers to
{nformstion which the possessor hts reason to believe
could be used, vhereas perts (a),(b) and (c) vefer

s or information which the possessor has

mentemme}gtobemwmm\rydm
United States. In sddition, of course, part {d)
refers to the commmicstion of informmtion of which
defendant has lawful possession whereas parts (s),

(v) and {¢) refer to obtaining informaticn illegally. )

1. mwmmmumwmmwmmseaim
which vould remove the territorial limitation.They have taken the position
awmmmim:usmsﬂthmtmaamemthm
point, that sec. 791l in effect does not mean what it says, but would in-

»Tuds owarseas viclations.

It is very doubtful thet this interpretation

g o o » et { ;4 EOR 1
would be sccepted by o court.ay;{’ﬁail




“'4

Approved For Release 2001/08/24 : CIA-RDP59-00882R000300240002-8
pUp g ey

§
C e T la ;
LA AV N
B T A

793{e)} Provisions the same as in part (d), but
rertaining to unlawful possession of inforem-
tion by the defendant as distinguished from
lawful possession. An affirmmtive duty
tc retwrn the informmtion to the Govermment,
without demand is imposed and its breach is an
offense.

193{2) (1) 1awful possession by the defendant of

{2) documerts or information relating to the
national defense, and

(3) a. umauthorised remowal of same from
its place of custody, or delivery
tc auyone in violation of the
defendant's trust which he permits
through his gross negligence, or

b. Eknowledge thet the removal or
delivery has taken place and
failure to mske prampt report to
his superior officer.

T3(g) "If two or more persoms comspire to viclate
any of the foregoing provisions of this
section, and one or more of such persons
do any act to effect the object of the
comspirecy, each of the parties to such
conspimacy shall be subject to the punishe
meat provided for the cffense which is the
ohject of such conspirecy.”

18 use The following elements are necessary in the
b) viclation of this section:

{1) cosmmamication to any foreign govermment
or faction thereot of

(2) informmtion relating to the national
- dafense

(3) ‘“with intent or reason to believe that
it is to be used to the Injury of the
United States or to the advantage of &
foreign mtion.”

(WOTE: This differs from secticn 793(4) which also deals
with informtion generally, in that the desfendant
need not ave lawful pocsessicn of tha information.
Alzo he mist have reason to believe that it is
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to be used to the injury of the United States
rathar than could be so used.)

S i

79 {e) (1) collection or commmication to anyone
in time of war of

(2) "informmtion relating to the public defense
which might be useful to the enemy"

(3) "with intent that same shall be commmioation
to the enemy of"

I9:(a) (Comspiracy provision.)

16 usC 798(a) (1) Prohibited acts are commmication to an
unsuthorized person, publieation, or "use
in any mamner prejudicial to the safety
or Inwest of the United States or for
the benefit of any foreign goverrment to
the detriment of the United States.”

(2) Protected mterial is classified information
of a COMINT mature.

(3) Defendant must “knowingly and willfully”
do the act.

198(v) (Pefinitions.)

"¢lassifisd informmtion” - which, at the time

of violation is, for reasons of matiocmsl security
specifioally desigmted by & United States Govermment
Agancy for limited or restricted dissemimation or
distribution.

"umauthorized person” - any person who, or agency
which, is not authorized to receive COMIET informm-
tion by the Presidsnt or by the hesd of an agency
expressly desigrated by the President to engage

in COMINT activities.

79(c) “Nothing in this section ehall prohibit the
furnishing, upon lawful demand, of informmiion
to any regularly constituted coamittee of the
United S&sm of America of joint comittee

B- el L0 B Led] ?Osaih >

Title 50 USC 703(b) 1s a section of the Intermal Security Act
of 1950 and thus is not within the Jurisdictiomsl limitation imposed
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by section 791 of Title 18 USC. In fact there is no mention
of territorisl jurisdiction in the Intermal Security Act itaself
and particularly none with reference to this section. Severel
Supreme Court cases indlcoate that when no explicit limitation
is present, an extmaterritorial effect can be inferred by the
mture of the offense. Therefore, if the reasoning in these
emses applied to this type of crime, this section could be used
to prosecute secrecy violations which tock plmce oversess, if
the sitmmtion met the other requirements of the section. Therefore,
if the section can be applied, then a secrecy agreement with a
viclator could again serve as evidence of his kmowledge and
presumed intent.

i, 50 BsC :@}jb) The following are essential eloments
of an &ffense wnder this section,

(1) umeuthorized commmication by
"any officer or emplayee of the
United States or of any department
or agency therecf, or of any corpora-
tion the stock of which {s owned in
vhole or in major part by the United
States or any department or agency
tharect.'

{2) %o "any other person’ whom

(3) “employee. knows or has reason to
believe 0 be & foreign govermment's
agent or o member of any commmist

{(#) of informmtion . . . classified . . .
as affecting the matioml security”
and knows or hae reason to lnow that
such informmticn ms been so classified.

(BOTE: It is probably not necessary that the recipient
be actually an agent or ccmmunist so long as
the eoployee has reason to believe and does
mwv?haiaﬁmxtheinrmtionumi-
ocated,

2, There is no indication that the above descrided section is
limited in its effect to arems within United States Jurisdiction.
In the absence of an explicit limitation similar to section 791
of Title 18 discussed in Part A, the genciel rule is that a
govermment, camnot punish crimes comitted ocutside its territorial
Jurisdiction. However, there are ssveral quulifications to
this genaral principle.
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If jurisdictionm is not explicity limited, the courts
will infer that Congress intended certain types of crimes
to be punished nc matter where committed. 'ﬁmleedigm
expressing this principle 1s United States v. Bowmmn.

The offense in this case was defravding & U.S. Govermaent
corporation. The indictment emmerated several fraudulent
acts which were committed in varying locations including

& ship at ses and Argentinma. The lower court hald the
indictment bad for lack of Jurisdiction over the crime.

In reversing this declaion, Chief Justice Taft first ex-
piained the general rule concerning the territorial =
limitations upon the power of & govermaent to punish crimes.
He pointed cut thet this limitation applied particularly

to erimes ageinst private individmls or their property

amd vhich would generally affect the peace and good order
of the camemnity, such as murder, arson, larceny and frauds
of all kinde. BHe assumes that in the absence of an explicit
statement, Congress does pot intend ©punish these crimes
if comitted outside United States territory. Rowever,

he goes on to distinguish orimes againet the Covernment
1tself as follows:

"But the same ruls of inmterpretation should not be
applied to crimimal statutes, which are, as a
clacs, not logioally dependent on their lacality
Tfor the govermment's jurisdiction, but are enacted
because of the right of the government to defend
itself against cbhstruction or frawd, wherever per-
petrated, ecpecially if comxitted by its owm citizens,
- . officers, or agents. Some such offenses can only be
camitted within the territorial jurisdiction of the
govermsent, because of the local acts required to con-
stitute them. Others are such that to limit their
locus to the strictly territorfal jurisdiction, would
be greatly to curtall the scope and usefulness of
the statute, and leave cpen a large immnity for frauds
as easlly comitted by citizens on the high seas and in
foreign countries as at home. In such cases, Congress
has not thought it necessary to make specific provision
in the law that the locus shall include the high seas
and foreign countries, but allowsg it to be inferred
from the neture of the offense.”3

It can be argued that an umauthorized disclosure as des-
.ieribed in section 783(b), Title 50 is & case which demmnds
even more concern than defrauding the Govermment. If the
Government can pumish crimes against it committed cutside
itz territory in the mature of freud, then surely it should be

2. 260 us o (1922)
3~ %Om 9‘)%
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able to reach those engaged in cagpramising the
mtion's secrets no metter where the act tock place.
There is no reason to suppose that Congress did not
moan 4o include those Government employees who
happened to be working oversems. In fact the oppor-
tunity of engaging in espionage and passing secrets
- ils fully as greet if not greater abrond than at home.

If this argument is accepted, what effect would it
have on employees® of CIA and its cover corporations:
Under the language of the section they would be subject
to &, One difficulty arises in the warious shadings
of proprietary omership. The languege of the section
speaks of owning a smjor part of the stock, sc it is
conceivable that & corpomate employee would be covered
if only & majority of stock wms owned by the Agency, and
not covered if we provided 100% subsidy but cwmed no
stook.

3. There is also the problem of this section's effect
; on a foreign mtiocmel who is emplayed by the Govermment or

& cover corporation overseas. It is arguable that he alsc
‘ would be subject to the seotion, especially if he has sigaed
a secrecy agreement indleating his kmowledge of the matwre
of the enterprise and the informmtion. Strong support for
| . this argument is awilabdble in the Bowsmn case cited above.
| The defendants in that case were three Americans and ome
British citizen. Although the British subject could not
be found for the trial, no mention was made of the possibility
that he should be treated differently from the rest. Apparently,
Chlef Justice Taft considered the foreign metional as much
subject to U.3. Jurisdiction as the American mationals,
although he Uilodms; -speak in terms of "citizens”. Logically
there is as little reason to make the distinction in en
espiomage cose a3 in one of fraud. However, a distinction
might be made on the ground that espiomage 15 close to
& political crime and thus without the veach of American
law if performed abroad by a non-citizen.

C. Bctrdition.

Assuming that one of the above statutes applied to a case
of umuthorized disclosure either hare or abroad, what would be
the possibllities of securing extmadition of & violator, resident
in a foreign country’! This would depend completely on the extrae-
dition treaty in force with that country. In moet cases there
would be little chence of suceess, for this type of crime has
not been cne of those covered by severnl of the more important
treatiss. Even those which do not limit the crimes, as
the comvention in force with the Iatin American countries ',

4. Montevideo Comvention on BExtmedition, Dec. 26, 1933, L9 Stat.
SECRET
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require that the crime be considered as such in both
countries. It is unlikely that many countries would
consider espiommge against the United States a crime
under their code. If the subject beppened to be a
mtional of the extraditing country, it is most unlikely
that a treaty would apply.

Bowever, a situntion mey arise in which Germmny, for
. instance, may consider a compromise of what are essentially
' U.8. secrets, as a crime against Germny because of the
common defense concept of the RMA¥O tresty.

D. EPresecutiog Under Military lav.

E The spplicability of military kw to CIA employees and agents

1 ahrced should be considered in some arems. There is no section

| in the Uniform Code of MilLY Justice which direetly concerns

| this problem. The closest is RO UBC, section 698 (Article 104)
entitled Atding the Enemy. Ome problem in using this section
is identifying an enemy in pemce time. Thus, it is doubted
that this wenld be helpful for civilian employees of the military.

In certain circumstances it is posaidble that & court would
grant an injunction to prevent a threatensd bLresach of a secrecy
agreement. Such an injunction would be especially valmble where
a st eployee is thremtening to relemse informmiion which would

Lo embarrass the cperetions of the Agency. Obtaining such an injunction
could have the effect of formmlizing the issuve so that it would
be clear to the person imvolved tihat sny further setion on his
part would result in contempt of court and s jail sentence. The
hapewuldheththamldthonmiderhha&ionmmm
than if the resulting punisihment remmined vague.

Of course this approach would not be of particular value in
chses wvhere the person was intentiomlly engaging in espiommge.
But it could bve useful, for instance, in cases where 8 past em-
ployee is considering publishing & book, wants to relesse informa-
tion cut of apite, is chronimlly carelsss, etc.

In order to enjoin a bremch of contract the comtract, of
course, maat be & valid one. It is assumed that a cowrt
would look upon @ secrecy agreexent made as & condition of
enployment as an enforceabls coutrect snd not void as against
public policy. It is questionmbls whether terminB¥ion secrecy
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agreements would be enforced because of lack of
consideration. Thus, we would rely on the secrecy
agreement signed as a condition of employment.

Unlike its unimportance in a crimimal prosecution,
the place where the secrecy agreement is entered into
is very important. It will usually determine what
iaw will apply. If the agreement were made in the
United States,there is a good chance that an injunction
would be issued in any Jurlediction. If, however, the
agreement was mde abroad there would be & problem of
conflict of laws. Whethor or not an American court would
lock to the foreign law in such a case would depend on
the circumstances.

If an injunction had to be obtained abroad there would
be addftional prohlems. For instance, civil law countries
40 not have injunctions as such, and there may be no

appropricte remedy for ciraumstances similar $o those
outlined above.




